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Foreword

Navigating a brave new world

Across the Redefining Treasury Asia Pacific event series held in 11 markets” this year, we
spoke with 680 treasury and finance practitioners who are balancing growth, volatility
and innovation. Conversations on Al and digital currencies were practical, candid and —in
the best way — eager. Treasurers can see the prize: greater automation, faster execution
and smarter decision support. They're equally clear-eyed about what it takes to get there:
integration, data readiness, governance and skills.

Al has moved from curiosity to capability, but adoption is still uneven. While some have
progressed into treasury-specific use cases, most activity remains focused on general
productivity (42%). Only 17% of participants polled are using Al agents to improve
automation — yet this is where we see the strongest fit for treasury.

The message we heard repeatedly is that treasury needs Al to deliver more accurate
analysis and insights that translate into outcomes, but inconsistent data quality and
precise prompts/instructions are challenges treasurers grapple with. Agentic Al — Al
that can take actions across workflows with appropriate controls — is better aligned
to treasury’s day job than standalone generative tools. Used well, it can strengthen
forecasting, reconciliation, exception handling and straight through processing, while
keeping humans accountable for critical decisions.

We're taking the same approach at HSBC. We see Al as an opportunity to become a
simpler, more responsive and more connected bank for clients and colleagues. We're
investing in technology and platforms, equipping colleagues with tools and training, and
embedding Al across our operations and service—while enhancing insights for our clients
to better manage cash flows, control and mitigate risk. Through our Global Al Centre

of Excellence, launching in Singapore this year, we will also develop agentic treasury
solutions and Al-enabled digital payments that can scale across our global network.

Digital currencies are the second frontier — and the right stance is to start small and begin
testing now. Interest is real: 44% of treasurers are very or somewhat likely to use digital
currencies in the next two years. Yet caution remains high, and a key blocker is the lack of
cross-bank token interoperability standards.

Nevertheless, waiting for a perfect future state risks missing the learning curve. The
treasurers who benefit most will run contained experiments today: narrowly defined use
cases, clear controls and measurable outcomes. At HSBC, we're actively progressing
our digital currency capabilities—including in Hong Kong and Singapore—to help clients
navigate this next chapter with confidence.

Manoj Dugar Yvonne Yiu
Head of Global Payments Solutions Head of Global Payments Solutions
Asia ex-Greater China Greater China

* The events were held in Australia, Chinese mainland, Hong Kong, India, Indonesia, Japan, Korea, Malaysia, Singapore,
Thailand and Vietnam, between March and July 2026.
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Introduction

Another year of unprecedented geopolitical uncertainty
across the global economy meant it's no surprise

that managing treasury in a volatile FX and interest
rate environment was voted the number one treasury
priority. This was the case in all markets except for
Japan, where harnessing new technologies was the
primary focus.

In this environment where volatility and unpredictability
are now the new normal, efficient and effective
treasury operations are needed more than ever. Al and
digital currencies are revolutionary technologies that
have a crucial role to play in enabling treasury teams

to meet the demands of such an unpredictable and
fast-changing world. But smoothly integrating these
technologies into existing systems and using them to
optimal effect present very real challenges of their own.

In particular, the extraordinary speed with which Al has
been embraced means that treasurers must now be
strategic about how best to deploy it. The move from
concept to reality brings many real-world challenges
and the learning curve can be steep.

In an expanded series of roundtable events in 2026,
HSBC spoke to 680 industry practitioners across 11
markets in Asia Pacific. Conversations moved from the

potential to the reality of these technologies, covering
how — and indeed whether — to use them, identifying
the hurdles and benefits, and assessing the risks
they embody.

This year, participant expectations for Al reflected the
reality of integrating the technology: the expectation
of 2025 has morphed into lived experience in 2026.
Treasurers are assessing Al’s true impact and being
realistic about what can be achieved within their own
team and budgetary constraints.

Al and digital currencies bring risk and compliance
concerns along with worries around cybercrime and
fraud. Many lessons have been learned this year, and
the path to adoption will not be short or easy. Al is an
evolution rather than a quick-fix single solution.

“Al could help us improve six-month
cash flow visibility by bringing
geopolitical and market shifts into
the forecast, reducing uncertainty
and enabling more proactive treasury
decisions.”

Please rank your treasury priorities in the next 12 months.
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B Harnessing emerging technologies to transform finance and treasury workflows

B Improving return on capital, capital re-allocation
Managing fallout from tariff and realignment of supply chain

B Managing treasury in a volatile FX and interest rate environment

Total responses: 384
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Key takeaways

Artificial Intelligence (Al)
@ 72% of treasurers expect Al to be either extremely or very useful in three years’ time

& 20% of treasury teams are using embedded Al tools from banks, treasury management systems
(TMS) or other business software providers, and 17% are using Al agents to improve automation

@ There is widespread caution about using Al for processes that are critical to decision making

@ 70% of treasurers said that integration with existing systems is the biggest barrier to adoption. They
also pointed to data quality and security, cost and a lack of Al expertise as hurdles to be overcome

Digital Currencies
@ 44% of treasurers are very or somewhat likely to use digital currencies in the next two years
@ The lack of a unified cross-bank token interoperability standard is the biggest barrier to adoption

Cybersecurity and Fraud

@ 57% of treasurers said that the best way to improve treasury security is to upgrade technology —
employee training, strong governance frameworks, testing and human oversight are all essential too

Voices of Treasury 2026
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Artificial Intelligence

Achieving launch velocity

Nearly three-quarters of participants at roundtables
across the Asia Pacific region were very optimistic
about how Al will have transformed treasury processes
within three years.

Treasurers are marginally less sure about how quickly
this will be achieved, a reflection of the challenges they
have faced in inserting such a fast-evolving technology
into their existing operations in an effective, cost
efficient and safe manner.

Many are frustrated that this simply is not happening
fast enough. When asked whether treasury is keeping
up with the pace of Al adoption within their broader
organisation, a striking 63% of participants replied that
it wasn't. “IT resources are scarce, and engineers tend
to prioritise frontline use cases,” said one treasurer

in Singapore, voicing a widespread frustration

among participants.

This is understandable because treasury is fertile
ground for Al applications, particularly in detecting
errors or behavioural patterns. “We have seen strong
interest in Al use cases such as cash flow forecasting,
but the value proposition is not always clear,” said
another attendee in Singapore. “Reconciliation

is a more compelling area because Al can help
identify patterns that people may not necessarily

find manually.”

And there is the potential within treasury to do far
more. How May Lynn, Head of Shared Services Centre
at Malaysian conglomerate Sunway Berhad, has used
the technology to reduce manual processing, improve
turnaround time and strengthen payment controls.
“We have adopted Al with a strong focus on practical

O of treasurers believe that
Al will be extremely or very
O useful in three years’ time

and business outcomes,” she said. An example is the
company'’s fully automated accounts payable platform,
where Al, machine learning and robotics are embedded
into delivery orders, featuring three-way matching and
invoice validation.

Digital logistics solutions provider, Shipper Indonesia,
has also successfully integrated Al into its treasury
operations. “We use Al for data verification, invoice
reconciliation and cash flow planning,” said Leonard
Pontoh, CFO at Shipper. “We're cleaning all our invoice
and collections data to better predict our cash flows,
and if our end of day cash will be in excess or at

a deficit.”

“The biggest challenge is not the Al
technology itself, but how to integrate it
effectively into our existing systems and
ensure that our teams are familiar and
comfortable enough to use it.”

Thawatchai Sirikanchanawong
Head of Treasury Centre
B.Grimm Power, Thailand

How useful will Al be for your treasury in the next three years?

2025 2026

Extremely useful

Very useful

Somewhat useful

Slightly useful

4% .l 4%

Not useful

0% I 2%

Total responses: 357
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Adoption and application of Al within treasury

Using general Al tools in my
organisation to improve
productivity

Using embedded Al tools
from banks, TMS or other
business software providers

Have not adopted any Al tools
for treasury

Using Al agents to improve
automation

1100

Deploying custom Al tools for
treasury-specific activities

Total responses. 356, multiple responses permitted

Many treasurers extol the benefits of using Al as an
auditing tool. “Al does a great job auditing Excel files
when you inherit something from other people and you
want to quickly understand what's going on,” pointed
out one participant at the Hong Kong meeting. “You

do your own model, but Al can be that second pair of
eyes to review that.” Even using the most basic Al tools

of treasurers are using Al
tools to create efficiencies
in treasury

0%

“Traditionally in M&A, gathering the
necessary information for evaluating
target companies could take more than
a month and require significant analyst
resources. Today, Al tools can generate
a draft M&A assessment report in a
fraction of the time.”

can meaningfully augment treasury’s role across the
whole company. “Traditionally in M&A, gathering the
necessary information for evaluating target companies
could take more than a month and require significant
analyst resources,” said one treasurer at the Chinese
mainland event. “Today, Al tools can generate a draft
M&A assessment report in a fraction of the time.”

Despite this potential, nearly one in five participants
polled at roundtables across the region are not using
Al. What is stopping them?

For many, it is simply a lack of understanding. “In big
organisations, no one wants to adopt first — everyone's
waiting for someone else to make the breakthrough,”
said one treasurer. However, sitting on your hands
will cease to be an option as adoption accelerates. A
significant gap is already emerging. When asked how
they are using Al, 42% stated that they use general Al
tools within the organisation to improve productivity.
Less than half of this number use embedded Al tools
from banks, Treasury Management System (TMS) or
other business software providers, and just 17% use
Al agents to improve automation. Treasury adoption
of Al will take time, given the reality of the tools

being deployed.

In many firms, Al use is concentrated among a
minority. There is widespread caution about using it for
decision-critical processes, especially where outcomes
depend heavily on data quality. It is not being used

for legal, verification-heavy or high-stakes judgement

What are the key hurdles to adopting Al in your treasury?

Integration with
existing systems

Data
quality

Cost

Total responses: 344; multiple responses permitted

Lack of
expertise

Regulatory
concerns

Risks
involved
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of treasurers see integration
with existing systems as the
key hurdle to adoption

0%

activities with lots of stakeholder management, but
rather for low risk, repetitive workflows.

This is slowing the adoption of more sophisticated
applications with nearly 20% of those polled having
not adopted any Al tools for treasury at all. In Thailand,
Supattra Usuppayasart, Vice President of Treasury at
power generation company EGCO, emphasised the
need for robust support as teams move to adopt Al.
“Transitioning from Excel-based processes to more
advanced systems is proving to be more complex than
expected, especially when trying to align with existing
workflows and controls. Support from our IT specialist
is essential in navigating these Al tools.”

As treasury teams get more comfortable with Al, they
should move beyond using it as a basic search tool and
learn how to apply it to more complex tasks. To do that,
key barriers to adoption must be overcome.

Breaking through the barriers

There are many barriers to Al adoption, some more
persistent than others. Key among them are data
security policies, talent scarcity and integration.

Of these challenges, integration with existing

systems is the biggest by far — voted by 70% of
participants. “We have acquired many companies

on different systems, so forecasting is hard across
different formats. Orders need to be stable to forecast
accurately. System integration comes first,” said a
Singapore-based participant.

There is understandable concern about the impact

of getting integration wrong, and many treasurers
voiced reluctance to link enterprise resource planning
(ERP) systems to Al platforms. Unlike traditional office
systems with clear user data authority, general large
language models can capture all background enterprise
data once authorised, causing sensitive information
leakage risks.

At many firms, ERPs are very fragmented and systems
integration can be a formidable structural barrier.

What is the answer? In Singapore, Ashish Bhardwaj,
Director of Treasury — Asia at Microsoft, advised firms
to take it one step at a time. “Many firms aim to build

a well-rounded Al solution that covers the end-to-end
flow,” he said. “However, in our experience, it's often
more effective to start small and prove value with a
focused use case, before scaling.”

Getting the data right is the essential starting point.
Data security, accuracy and accountability are non-
negotiable if Al integration is to succeed. Although just
35% of treasurers see data quality as the main hurdle
to adoption, if the data is unreliable, the technology will
not work. There is no point in Al if data quality is not up
to standard. Most large Al models run on public cloud
infrastructure, so the risk of data leaks is ever present.
This means many firms restrict uploading investor or
private company data to external models and limit
usage to basic tools. Convincing head offices and
regulators that data leakage risks and cloud storage
safety have been addressed can be a formidable task.

“The thought is if we adopt certain other technologies,
what risk does it have in terms of data security and our
data being exposed?” asked a financial controller at a
multinational fast-moving consumer goods company in
India.

Because of this, human oversight of Al is still seen

as essential in treasury. “We cannot rely on Al,” one
treasurer told the Hong Kong gathering. “You have

to do a fact check and cross-check to make sure the
content is accurate. You have to understand the topic
t00.” In India, the sentiment was similar. “I'm worried
about the execution piece and the reliability of the Al —
it has so much power. | would want to eyeball it before
clicking go,” said one participant.

The addition of other tools within Al models can

help address this concern. In Thailand, petroleum
exploration conglomerate PTTEP has added tools such
as visual referencing and visual grounding within its
Al models to allow users to validate the information
generated and to prevent hallucination. “This saves

so much time, because without combining visual
referencing with generative Al, the user would be better
off going to the source document in the first place,”
Sinthu Satawiriya, Managing Director, PTTEP Treasury
Centre explained.

“In our experience, it's often more
effective to start small and prove
value with a focused use case, before
scaling.”

Ashish Bhardwaj
Director of Treasury - Asia, Microsoft
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The question of cost

Cost and a lack of Al expertise pose additional
problems and were cited as key hurdles to adoption.
Treasury teams themselves need to change as they
prepare themselves for more Al-driven workflows. This
may necessitate a change in the structure of teams
themselves. “I've been looking for a team member

to hire — should | hire a finance professional or a data
scientist to my team?” asked one treasurer in India.

The pressure to justify investment is intense. “The first
thing you will be challenged on is how much savings
that will bring to the organisation and especially, how
many people it can replace,” explained one Australia-
based treasurer. “They’re the first questions, not about
what the solution itself is.”

Many treasurers raised unresolved questions around
liability and auditability. One TMS provider in Singapore
spoke for every compliance department when he
questioned who owns the decisions that Al makes. “If
Al is involved in a process, who is the actual person
accountable for the outcome, and how do you ensure
there is transparency around how the decision was
made?”

Indeed, compliance concerns explain the slow
progress of Al use within treasury teams beyond
simply improving productivity. “Our company imposes
blanket bans on public generative Al tools, placing
strict usage limitations on platforms,” explained one
Chinese mainland-based treasurer. “Varied cross-
jurisdictional financial regulatory requirements also
create inconsistent compliance benchmarks that
complicate unified Al deployment across global
treasury networks.”

Tasks such as judging business opportunities and
making operational decisions rely on profound
professional insight, so treasurers said that Al can only
serve as a reference for them. “l don’t think we can

rely on Al, unless it's dealing with facts and formulae
rather than opinion,” one treasurer told the Hong Kong
meeting. “Now | really understand what our HQ is
thinking when it comes to ethics and compliance.”
The feeling was strong on this point: “Judgment,
communication and the ability to build trust cannot be
replaced by Al."

Can Al’s full potential be realised?

Will treasury teams ever be comfortable relying on Al
technology for independent decision making? “Al right
now to us is like a fresh graduate without specialisation
in finance or how an asset management firm works. It's
impossible to train this fresh graduate to do what we
do on a daily basis,” said one participant in Hong Kong.

What is impossible today may not be impossible
tomorrow. But for now, building a full end-to-end
solution takes too much time and Al should be
deployed for specific, manageable tasks first. “We
knew that everything cannot be done in one go, neither
from a budget point of view nor from a manpower
point of view,” explained Sugandha Singhal, Treasurer
at SRF India. “This has been the key reason why we
have been able to successfully adopt Al."

Where Al could really move the needle is cash flow
forecasting, liquidity stress testing, FX exposure
management and working capital optimisation. These
are functions that are critically important to treasury,
and Al's impact on treasury efficiency could, therefore,
be substantial.

“lmagine assigning each geographic region to a
dedicated Al agent,” declared one treasurer in the
Chinese mainland. “Each regional agent would be
responsible for forecasting cash flows, managing
liquidity, and analysing local sales and marketing data.
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They could communicate directly with one another to
determine the optimal frequency of fund transfers and
even recommend foreign exchange strategies for cross-
border cash movements.”

That scenario still seems a long way off. Many firms’
ERP systems lack sufficient computing power and
interfaces to export real-time sales and receivables data
efficiently. Fragmented business, financial and banking
data also make it very difficult for firms to train and
calibrate proprietary Al forecasting models properly.

There is, however, significant potential for agentic

Al in treasury, particularly for advisory or consulting
work, once data quality and team skillsets catch up.
“The key technologies that we are looking at today are
those where we can not just gather data but put it into
actionable intelligence. Earlier we could not proactively

“The key technologies that we are
looking at today are those where we
can not just gather data but put it into
actionable intelligence. Earlier we could
not proactively project things, but now
that we have good visibility, we are
doing it.”

Sugandha Singhal
Treasurer, SRF India

project things, but now that we have good visibility,
we are doing it. We are looking for intelligent Al and
not just automation into dashboards,” said Singhal at
SRF India.

Culture, training and key performance indicator (KPI)
design will be critical to this, as will defining the journey
and having a dedicated team to manage it. “Reskilling
with Al agents to get better outputs, to know how to
do things ten times faster, to disseminate information
across employees are all key,” said another participant
at the India meeting.

The ability to do things quicker and faster has profound
implications for everyone working within the treasury
team. Al accelerates the growth cycle of international
treasury talents, which traditionally takes more

than ten years to cultivate. Participants agreed that
human oversight of Al is non-negotiable, and there
was consensus that generic Al is not a substitute for
domain-specific applications and specialised financial
expertise. However, given how fast the technology is
evolving, some questioned whether this will still be the
case in even 18 months’ time.
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Digital Currencies

First movers establish treasury use cases

There was plenty of curiosity about tokens and digital
currencies among roundtable participants, but mass
adoption is still some way off.

One in five participants stated that they were very likely
to use digital currencies in the next two years, and a
further 25% said that they were somewhat likely to do
so. While 39% said that they were unlikely to use the
technology in the short-term, the remainder appear
open to exploring it.

Conversations at the meetings were vibrant and
positive about digital currencies, involving different use
cases — although these were predominantly internal
and between financial institutions.

Digital currency pioneers will benefit from first-
mover advantage while the market waits for real-
scale deployment. This will depend on legal clarity,
more robust counterparties and broader market
infrastructure, as well as finding real-world use
cases and benefits. Acceptance and regulation vary
significantly across the region: Chinese mainland, Hong
Kong and Singapore appear more engaged currently
than many other markets. When it comes to digital
currencies, all treasurers know the destination, but
they're not yet ready for the journey.

How likely will you use digital currencies in the
next two years?

Very likely

Somewhat likely

Unlikely

Not sure

°Q00

Total responses: 204

of treasurers are very or
somewhat likely to use
digital currencies in the next
two years

4%

Two themes came through from the discussions:
digital currencies must solve a real-world problem
before they will be considered, and interoperability
between different types of digital currencies must be
addressed. 55% of respondents stated their top reason
for adopting digital currencies would be to increase
treasury efficiency, and 52% said it would be to reduce
costs. “The value is not simply in adopting digital
currencies for the sake of innovation, but in whether
the solution can solve a practical treasury problem

in a secure and controlled way,” pointed out one
Singapore-based treasurer.

Those polled explained that they are constrained by
corporate policies and a lack of deep understanding
of these products and their benefits. They also

want to see clear demand for digital currencies

from their customers before taking the plunge.
Nevertheless, tokenisation has tangible advantages
for treasury, mostly around improvements to cross-
border settlement. This could be transformational as
demand for speed becomes intense. “One of the key
requirements we have here in Hong Kong is to settle
to T-0 money market funds,” one treasurer in Hong
Kong explained. “We're getting to that stage where
we manage to do T-0 and they're saying: ‘that’s not
good enough, we want T-now’. The only way is going
towards tokenised deposits or stablecoins.”

“One of the key requirements we have
here in Hong Kong is to settle to T-0
money market funds. We're getting to
that stage where we manage to do T-0
and they’re saying: ‘that’s not good
enough, we want T-now’. The only way
is going towards tokenised deposits or
stablecoins.”
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O of treasurers view digital
currencies as embodying high
O or moderate risk

Instant settlement carries its own risks but is an
attractive solution to many treasury bottlenecks. One
Chinese mainland-based participant explained the kind
of problems he is facing: “Tokenised deposits could
potentially help reduce our cross-border settlement
delays, where some Chinese mainland shippers
currently receive funds up to two weeks late.” There
are additional advantages for intercompany funding
and cross-border cash repatriation. “The speed of
settlement will be key with tokenised deposits,” said
an attendee in Hong Kong. “It speeds up how funds
transfer within the firm — not client money, but our
own money,” he enthused. “We can improve liquidity
around the world.”

For corporates, tokenised deposits can be a low-risk
entry point while programmable digital money would
allow bank-agnostic payment flows and automated
sweeps across markets. In Thailand, PTTEP has
tokenised deposits in place and is running a pilot to
do real-time payments and possibly programmable
payments. “The ability to use blockchain rails means

“When you're talking about large
amounts of funds, one or ten basis
points in enhanced yield can translate
to hundreds of thousands of dollars,
even millions of dollars for a billion-
dollar M&A transaction. We're

very much looking forward to the
technology.”

Sinthu Satawiriya
Managing Director, PTTEP Treasury Centre

that settlements can be almost instantaneous,” said
Satawiriya at PTTEP. “When you're talking about

large amounts of funds, one or ten basis points in
enhanced yield can translate to hundreds of thousands
of dollars, even millions of dollars for a billion-dollar
M&A transaction. We're very much looking forward to
the technology.”

As more assets exist in tokenised form there will likely
be growing interest from financial institutions as the
very nature of how money is managed changes. “I
think the real game changer is not tokenising a fund,
it's if one day equities and bonds or the underlying are
tokenised, then it's a whole new game, and you don’t
even need a fund,” said one treasurer in Hong Kong.
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Understanding the risks

Full-scale, universal corporate deployment of digital
currencies is not yet viable across Asia Pacific.
Stablecoins and blockchain cannot circumvent
national foreign exchange controls or capital account
supervision mandates.

Adoption of digital currencies was markedly higher
among treasurers in the Chinese mainland, where
government policies around digital RMB promotion
are encouraging adoption. Elsewhere in the region,

the overall sense is one of wait-and-see. “Digital
currencies are gaining popularity and are an area we're
watching closely, but rather than rushing to jump

in, we are viewing it not as digital currencies per se,
but as a means to an end,” explained one participant
in Singapore.

Much of this caution comes from the view that these
are risky assets. WWhen asked how they perceive the
risk level of digital currencies, 77% of participants
responded that they saw them as high or moderate
risk, with only 9% viewing them as low risk. This could
be due to the lack of regulatory clarity that comes with
digital tools and the risk of severe ransomware and
system breach threats.

The biggest initial barrier to adoption for many was that
there is still no unified cross-bank token interoperability
standard, with every market and region enforcing
divergent digital currency, data and capital rules.

“With tokenised deposits, a key challenge is operating
across multiple banking partners,” said one treasurer in
Singapore. “Interoperability remains critical.”

Participants agreed that interoperability across banks is
essential. SWIFT's blockchain-based ledger facilitates
cross-border payments with tokenised deposits and

17 banks from six continents are preparing to pilot

live transactions. HSBC has also completed the first
bank-to-bank tokenised deposit transfer through a live
cross-border transaction on SWIFT's blockchain-based
ledger.

“With tokenised deposits, a key
challenge is operating across multiple
banking partners. Interoperability
remains critical.”
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A growing threat

Fraud risk is escalating both in scale and sophistication.
Attacks are becoming increasingly personalised, and
the convergence of agentic Al and fraud is a real cause
for concern.

Nevertheless, when asked how significant the threat

of cybercrime and fraud is to their treasury today,
responses were surprisingly mixed. When asked to rank
the threat from 1 to 10, the average response was 7.78.
What is noteworthy, however, is the range of opinion.
Participants in Australia saw the highest threat, scoring
8.6, while their counterparts in Chinese mainland
returned a comparatively relaxed 5.5. In both cases, is
this a reflection of the real threat they face, or how they
perceive it?

The shift toward digital treasury has made financial
teams prime targets for highly sophisticated social
engineering attacks. Payments fraud is seen as directly
in the firing line. When asked about which treasury
processes are most vulnerable to cybercrime, payment
was ranked highest in all markets apart from the
Chinese mainland where it was ranked second. Next-
generation tactics such as deepfake videos of CFOs
paired with urgent phone calls ordering the finance
team to transfer money require constant vigilance.

Phishing and supply chain attacks are also on the rise.
Hackers target the initial data sources via phishing
emails, often sending fake account details to trick staff
into changing supplier bank accounts.

How significant is the threat of cybercrime and
fraud to your treasury operations today?
(10: High threat, 1: Low threat)

AU I, S .6

MY — S 4
HK [ S 4
IN I S 3
ID I .2
KR I G 1
™ 8.1
SG I 8.0
JP I—— 7 4

VN 6.6

CN I 55

Total responses: 320

the average response when
asked to rank the threat from
1 to 10 regarding cybercrime

Most fraud succeeds through social engineering rather
than technical hacking and attacks are usually executed
through smaller payments as they receive less scrutiny.

The human element is the weakest link, so companies
are focusing heavily on continuous defence. This
includes frequent user training and setting strict KPIs
to actively incentivise and encourage staff to detect
and prevent fraud. “Companies still rely heavily on
people to check, stop and escalate issues when
something looks abnormal. This makes workflow
design especially important, because the control
process needs to support employees before a
mistake becomes a financial loss,” pointed out one
Singapore-based treasurer.

There is widespread agreement that while Al and
digital currencies can help to streamline capital

flows, they can also amplify fraud risks through Al-
powered counterfeiting scams and near-instant cross-
border fund transfers on blockchains. “We suffered

a full system cyberattack in 2022,” revealed one
treasurer in Chinese mainland. “Digital asset payment
channels create new attack surfaces and firms lack
mature backup contingency protocols for blockchain
settlement failures.”

What can be done to improve treasury security? The
most popular response was to upgrade technology
(57%). This is time-consuming and expensive but
essential as technological innovation both internally
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Which of the following treasury processes do you consider most vulnerable to cybercrime?

APAC I

AU | I

CN [ O Y —

H 1N

|0 | I

1N ) I

JP | A I

KR |

M | ) I

SG | N

"+ | A

VN | ) A —

W Payments B User access controls M Data management M Third-party integrations

Total responses. 287

and externally accelerates. “Multinationals under strict
headquarters compliance mandates require full legal
and tax reviews prior to adopting any new technology,”
pointed out one treasurer from a logistics company in
Chinese mainland. “Firms hit by ransomware attacks
must invest heavily in firewalls, employee security
training and IT infrastructure upgrades as a prerequisite
for Al rollout.”

Participants called for collaboration between banks,
regulators and corporates, emphasising that banks can
help with education and simulations by sending test
phishing emails. Several also suggested that banks
should implement Al agents for Know Your Customer
(KYC) checks.

/Y0

of treasurers view upgrading
technology as the best way to
improve treasury security

Bank mandates

“Firms hit by ransomware attacks must
invest heavily in firewalls, employee
security training and IT infrastructure
upgrades as a prerequisite for Al
rollout.”

“Cybersecurity awareness cannot just be theoretical,”
said one participant in Singapore. “Employees need to
understand how these risks show up in real situations,
because the purpose of testing and training is to
prepare people for what can actually happen.”

Treasurers want tighter host-to-host security and
stronger validation processes. They also need time to
validate beneficiaries in the face of increased instances
of impersonation and fake emails. But there is only

so much that technology can do. One participant in
Malaysia summarised the broader view: “It is important
that all cybersecurity and anti-fraud measures need

to develop, improve in tandem with scammers’ ever-
evolving new tricks. An industry-wide regulatory body
should set up a framework for better governance.”
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Conclusion

Treasury workflows are becoming increasingly
complex, and the benefits of automation ever more
significant. "l think people need to understand that
Treasury is not a back office. It's the nerve centre of
the liquidity function at an organisation,” noted one
participant at the India event.

Successfully integrating Al technologies into existing
systems is the first step to achieving the significant
efficiencies that are possible. A good piece of advice is
to start small and prove the benefits before attempting
to scale up. Lack of expertise is a key hurdle, and Al is
changing the skillsets that treasury needs.

Al should be deployed for specific, manageable
tasks first. Culture, training and KPI design will be
critical to encouraging this initial step. “Al culture
in an organisation dictates the Al application in the
company,” said a Malaysia-based participant.

For digital currencies, full-scale deployment will

not be possible while regional regulation remains
fragmented and without a unified cross-bank token
interoperability standard. However, these assets have
the potential to offer higher liquidity, better returns on
wealth management products and more flexible asset
allocation for treasury operations. They can deliver
real, low-risk benefits but only if they are cheaper than
traditional payments or clearly better value.

“Banks will increasingly become
strategic partners in the broader
ecosystem of intelligent treasury
management, rather than merely
providers of banking services.”

Both Al and digital currencies are seen as increasing
the risk of cybercrime and fraud, and digital treasury
has become a prime target for sophisticated attacks.
Firms must upgrade treasury technology and improve
training for employees to counter this growing threat.
Strong governance and compliance frameworks, along
with human oversight, are essential.

Adoption of new technologies carries risks but also
offers significant rewards if firms can get it right. Banks
can play an important role on this journey by optimising
their own products and services while assisting

clients to embed new systems safely and efficiently.
This can change the relationship between them both.
“Banks will increasingly become strategic partners

in the broader ecosystem of intelligent treasury
management, rather than merely providers of banking
services,” predicted one Chinese mainland-based
roundtable participant.

What do you think can improve the security of your treasury?

4 {8}

—J

Upgrade technology

Redesign processes

Improve training for employees

APAC 57%

APAC 29%

APAC 33%

92% 63% 70%

90%

57% 55%

o__ &

40%

50%

75%

IR 57

50%

73% 30%

46%

Total responses: 311, multiple responses permitted
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